Alcatel-Lucent
OmniSwitch 6350

Where
Everything
Connects

ALE

Gigabit Ethernet LAN switch family

The Alcatel-Lucent OmniSwitch® 6350 Stackable
family is a series of fixed-configuration Gigabit
Ethernet switches available as 10-, 24- and 48-
port, Power-over-Ethernet (PoE) and non-PoE
models to create the exact network for your
small business.

The network capabilities of the OmniSwitch
6350 family include advanced security, quality
of service and high availability features for
your business-class data, voice and wireless
technologies. These switches are simple to
deploy, configure and manage.

OmniVista 2500 NMS C

All OmniSwitch 6350 switches use the field-proven
Alcatel-Lucent Operating System (AOS) to deliver
highly available, secure, self-protective, easily
managed, and eco-friendly networks.

The OmniSwitch 6350 family is embedded with the
latest technology innovations and offers maximum
investment protection.

The following type of deployments benefit from the
OmniSwitch 6350 family:
« Small business network solutions
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OmniSwitch 6350-24
OmniSwitch 6350-P24

OmniSwitch 6350- 48
OmniSwitch 6350-P48
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Features

10-port PoE and non-PoE models with two RJ-45/SFP combo port uplinks

24-port and 48-port, POE and non-PoE models, with four fixed small form-factor pluggable
(SFP) Gigabit uplink interfaces

5 G/s stacking available on 24/48 port models up to 4 units using fixed SFP ports

Provides up to 48 ports of PoE connectivity for simplified IP phones, wireless and IP
surveillance deployments over a single Ethernet cable. All 6350 models are IEEE 802.3af as
well as [EEE 802.3at PoE compliant

Provides native IPv4 and IPv6 support for routing, Access Control Lists (ACLs) and Dynamic
Host Configuration Protocol (DHCP) relay

Advanced IPv6 threat protection (DHCP snooping, router advertisement protection and source
address filter protection) providing protection against a wide range of address spoofing
attacks

Simplified Voice over IP (VolP) deployments using the advanced Auto- Quality of Service
(Auto-QoS) feature that configures the IP telephony devices into the proper virtual LAN (VLAN)
with the correct QoS parameters to prioritize voice traffic

Benefits

Meets all customer configuration needs and offers excellent investment protection and
flexibility with easy deployment, operation and maintenance

Provides outstanding performance when supporting real-time voice, data and video
applications for converged scalable networks

Ensures efficient power management, reduces operating expenses (OPEX) and lowers total
cost of ownership (TCO) through low power consumption and dynamic PoE allocation, which
delivers only the power needed by the attached device

Field-upgradeable solution makes the network highly available and reduces OPEX
Comprehensive security features for your small business network or campus edge at no
additional cost

Supports cost-effective installation and deployment with automated switch setup and
configuration

Management

AOS field-proven software managed through a web interface (WebView), command line
interface (CLI), and Simple Network Management Protocol (SNMP)
Supported by Alcatel-Lucent OmniVista® 2500 Network Management System (NMS)*

Security

Flexible device and user authentication with Alcatel-Lucent Access Guardian (IEEE 802.1x/
MAQ)

Advanced QoS and ACLs for traffic control, including an embedded denial of service (DoS)
engine to filter out unwanted traffic attacks

Protection of management sessions using radius, Terminal Access Controller Access-Control
System Plus (TACACS+) and local database authentication as well as secure management
sessions over Secure Sockets Layer (SSL), Secure Shell (SSH), and Simple Network Management
Protocol version 3 (SNMPv3)

Extensive support for user-oriented features, such as learned port security (LPS), port
mapping, DHCP binding tables, and User Network Profile (UNP)
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Performance and redundancy

« Advanced layer-2+ features with basic layer-3 routing for both IPv4 and IPv6

« Triple-speed (10/100/1000) user interfaces and fiber interfaces (SFPs) supporting 1000Base-X
optical transceivers

« Wire-rate switching and routing performance

« High availability with virtual chassis concept, redundant stacking and uplinks links, primary/
secondary unit failover, hot-swappable SFP and configuration rollback

Convergence

« Enhanced VolP and video performance with policy-based QoS

« Support for multimedia applications with wire-rate multicast to help you prepare for the
future

- |EEE 802.3at PoE+ support for IP phones, wireless LAN (WLAN) access points and video
cameras

OmniSwitch 6350 10-, 24- and 48-port models

All 10-port models ship with 2 RJ-45/SFP combo ports that operate at 1 Gb/s and have a 1/2
rack form factor. All 24 and 48 port models ship with four fixed SFP ports that operate at 1 Gb/s.
All POE and non-PoE models have a full-rack width, power-optimized, fixedconfiguration chassis
ina 1U form factor.

Chassis 10/100/1000 Gigabit RJ456/ SFP uplink/ Primary power Backup power
RJA45 ports SFP combo stacking ports

Non-PoE models

0S6350-10 10 2 0 Internal AC N/A
0S6350-24 24 Internal AC N/A
0S6350-48 48 0 4 Internal AC N/A
0S6350-P10 10 2 0 Internal AC N/A
0S6350-P24 24 Internal AC N/A
0S6350-P48 48 0 Internal AC N/A

Note: Minimum AQS 6.7.1R04 is regiured for stacking capability

« Full configuration and reporting Monitoring and troubleshooting

Detailed product
features

Management

Configuration management

interfaces

« Intuitive CLI with a familiar
interface, reducing training costs

« Easy-to-use, point-and-click
web-based element manager
(WebView) with built-in help for
easy configuration

« |ntegration with Alcatel-Lucent
OmniVista 2500 for network
management”
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using SNMPv1/2/3 across all
OmniSwitch families to facilitate
third-party NMS integration
Remote Telnet management or
Secure Shell access using SSHv2

» File upload using USB, TFTP,

FTP, SFTP, or SCP for faster
configuration
Human-readable ASCII-based
configuration files for offline
editing and bulk configuration

« Local (on the Flash) and remote

server logging: Syslog and
command log

Port-based mirroring for
troubleshooting and lawful
interception supports four
sessions with multiple sources-to-
one destination

Policy-based mirroring that
allows selecting the type of
traffic to mirror using QoS
policies



Remote port mirroring that
facilitates passing mirrored
traffic through the network to
a remotely connected device

Port monitoring feature that
allows capturing Ethernet
packets to a file, or to an on-
screen display to assist in
troubleshooting

sFlow v5 and Remote Network
Monitoring (RMON) for advanced
monitoring and reporting
capabilities for statistics, history,
alarms and events

|P tools: Ping and trace route

Digital Diagnostic Monitoring
(DDM): Real-time diagnostics
of fiber connections for early
detection of optical signal
deterioration

Time Domain Reflectometry
(TDR) for locating breaks or other
discontinuity in copper cables

Network configuration

Remote auto-configuration
download

Auto-negotiating: 10/100/1000
ports automatically configure
port speed and duplex setting

Automatic medium dependent
interface/medium-dependent
interface crossover (Auto-MDI/
MDI-X) configuring to transmit
and receive signals to support
straightthrough and crossover
cabling

Bootstrap protocol (BOOTP)/
DHCP client that allows auto-
configuring switch IP information
for simplified deployment

DHCP relay for forwarding client
requests to a DHCP server

Alcatel-Lucent Mapping
Adjacency Protocol (AMAP) for
building topology maps

|IEEE 802.1AB Link Layer
Discovery Protocol (LLDP) with
Media Endpoint Device (MED)
extensions for automated device
discovery

Multiple VLAN Registration
Protocol (MVRP) for IEEE
802.1Q-compliant VLAN pruning
and dynamic VLAN creation

Auto-QoS for switch management
traffic and traffic from Alcatel-
Lucent IP phones
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« Network Time Protocol
(NTP) for networkwide time
synchronization

» Stackable to four units

Resiliency and high
availability

« Ring Rapid Spanning Tree
Protocol (RRSTP) optimized for
ring topology to provide less than
100 ms convergence time

« |EEE 802.1s Multiple Spanning
Tree Protocol: Encompasses IEEE
802.1D Spanning Tree Protocol
(STP) and IEEE 802.1w Rapid
Spanning Tree Protocol

« Per-VLAN spanning tree (PVST)
and 1x1 STP mode

« Support for IEEE 802.3ad
Link Aggregation Control
Protocol (LACP) and static Link
Aggregation Groups (LAGS) across
modules

« Broadcast and multicast storm
control to avoid degradation in
overall system performance

« Unidirectional Link Detection
(UDLD) for detecting and
disabling unidirectional links on
fiber optic interfaces

« Hot-swappable transceiver
modules offering uninterruptable
service

« Dual-image and dual-
configuration file storage provide
backup

Advanced security
Access control

» Access Guardian framework
in the AOS for comprehensive
user-policy-based network access
control (NAC)

« Auto-sensing IEEE 802.1X multi-
client, multi-VLAN MAC-based
authentication for non-802.1X
hosts

« Group mobility rules and guest
VLAN support

« User network profile (UNP):
Simplifying NAC management and
control by dynamically providing
predefined policy configuration
to authenticated clients (VLAN,
ACL, BW)

+ SSH for secure CLI session with
public key infrastructure (PKI)
support

« Centralized Remote Access
Dial-In User Service (RADIUS)
and Lightweight Directory
Access Protocol (LDAP) user
authentication

Containment, monitoring and
quarantine

« DHCP snooping, DHCP IP spoof
protection

« TACACS+ client allowing
authentication, authorization
and accounting with a remote
TACACS+ server

« Dynamic Address Resolution
Protocol (ARP) protection and
ARP poisoning detection

« ACLs for filtering out unwanted
traffic including DoS attacks;
flow-based filtering in hardware
(L1 to L4)

« Bridge Protocol Data Unit (BPDU)
blocking: Automatically shutting
down user ports if an STP
BPDU packet is seen to prevent
topology loops

« STP Root Guard: Preventing edge
devices from becoming Spanning
Tree Protocol root nodes

Converged networks
PoE

« PoE models support Alcatel-
Lucent IP phones and WLAN
access points, as well as any
|IEEE 802.3af or IEEE 802.3at-
compliant end devices

« Configurable per-port POE
priority and max power for
power allocation

« Dynamic PoE allocation:
Delivering only the amount of
power needed by the powered
devices (PD) up to the total power
budget for most efficient power
consumption

QoS

« Priority queues: Eight hardware-
based queues per port for flexible
QoS management

« Traffic prioritization: Flow-based
QoS with internal and external
(remarking) prioritization

« Bandwidth management: Flow-
based bandwidth management,
ingress rate limiting; egress rate
shaping per port



Queue management: Configurable
scheduling algorithms, including
Strict Priority Queuing (SPQ),
Weighted Round Robin (WRR)
and Deficit Round Robin (DRR)

« Congestion avoidance: Support
for Endto- End Head-Of-Line
(E2E-HOL) blocking protection

Auto QoS for switch management
traffic and traffic from Alcatel-
Lucent IP phones

Three-color marker: Single/
dual rate policing with commit
bandwidth (BW), excess BW and
burst size

Technical specifications

Port

RJ-45 10/100/1000 ports
RJ-45/SFP 10/100/1000 combo ports
POE ports

Dimensions

Switch width

Switch height

Switch depth

Performance (aggregated)

Switch capacity (with 2GigE uplinks)
Max frame rate (2GigE uplinks)
Operating conditions

Operating temperature

Storage temperature

Humidity (operating and storage)

MTBF (hours)

Power supply efficiency

Fanless design (Yes/No)

Acoustic (dB)

System power consumption (watts/BTU)
100% traffic

PoE power budget

Max PoE power/port (up to the power budget)
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Layer-2, Layer-3 Routing
and Multicast

Layer-2 switching

- Upto 16,000 MACs

« Up to 4000 VLANS

« Up to 1,000 ingress rules

« Up to 128 egress rules

« Latency: < 4 us

« Max Frame: 9,216 bytes (jumbo)

IPv4 and IPv6
« Static routing (IPv4 and IPv6)

- Upto8IPv4 and 4 IPv6
interfaces

« Upto 8 IPv4 and 4 IPv6 static
routes

« Up to 256 ARP entries

0S6350-10

8

2

0

0S6350-10

21.5 cm (8.50 in)
4.4cm (1.73in)
29.21 cm (11.5 in)
0S6350-10

20 Gb/s

29.76 Mp/s
0S6350-10

0°C to +45°C
32°Fto +113°F

-40°C to +75°C
-40°F to +167°F

5% — 95%
694,151
89.7%

Yes

0

0S6350-10
15.00 W/51.18
N/A

N/A

Multicast

« IGMPv1/v2/v3 snooping for
optimized multicast traffic

« Multicast Listener Discovery
(MLD) v1/v2 snooping
« Up to 1000 multicast groups

« |P Multicast VLAN (IPMVLAN)
supported

Network protocols

« DHCP relay including generic
User Datagram Protocol (UDP)
relay

« ARP

« Dynamic Host Configuration
Protocol (DHCP) relay

« DHCP relay to forward client
requests to a DHCP server

« Generic UDP relay per VLAN

« DHCP Option 82: Configurable
relay agent information

0S6350-P10

8

2

8

0S6350-P10
21.5 cm (8.50 in)
4.4cm (1.73in)
29.21 cm (11.5 in)
0S6350-P10

20 Gb/s

29.76 Mp/s
0S6350-P10

0°C to +45°C
32°Fto +113°F

-40°C to +75°C
-40°F to +167°F

5% — 95%
547,284
85.6%

Yes

0
0S6350-P10
15.2 W/51.86
120W

31 W
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Indicators

System LEDs
System (OK1) (chassis HW/SW
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RFC 2674 VLAN MIB
RFC 2818 HTTPS over SSL

RFC 4251 Secure Shell Protocol
Architecture

RFC 4252 The Secure Shell

(SSH v2) Authentication Protocol

Security

RFC 1321 MD5

RFC 2104 HMAC Message
Authentication

RFC 2138/2865/2868/3575/
2618 RADIUS Authentication
and Client MIB

RFC 2139/2866/2867/2620
RADIUS Accounting and Client
MIB

RFC 2228 FTP Security
Extensions step

RFC 2284 PPP EAP
RFC 2869/3579 Radius Extension

Quality of service

RFC 896 Congestion control
RFC 1122 Internet Hosts

RFC 2474/2475/2597/3168/
3246 DiffServ

RFC 3635 Pause Control
RFC 2697 srTCM
RFC 2698 trTCM

Others

RFC 791/894/1024/1349 IP and
IP/Ethernet

RFC 792 ICMP
RFC 768 UDP
RFC 793/1156 TCP/IP and MIB

RFC 826/903 ARP and Reverse
ARP

RFC 919/922 Broadcasting
Internet Datagram

RFC 925/1027 Multi LAN ARP/
Proxy ARP

RFC 950 Sub-netting

RFC 951 BOOTP

RFC 1151 RDP

RFC 1191 Path MTU Discovery
RFC 1256 ICMP Router Discovery

RFC 1305/2030 NTP v3 and
Simple NTP

RFC 1493 Bridge MIB
RFC 1518/1519 CIDR

RFC 1541/1542/2131/3396/
3442 DHCP

RFC 1757/2819 RMON and MIB

RFC 2131/3046 DHCP/BOQTP
Relay

RFC 2132 DHCP Options

RFC 2251 LDAP v3

RFC 3060 Policy Core

RFC 3176 sFlow

RFC 3021 Using 31-bit prefixes

Ordering information

Model Number Description

0S6350-10 Gigabit Ethernet standalone chassis in a 1U by 1/2 rack form factor with 8 10/100/1000 Base-T
ports, 2 Gigabit RJ45/SFP ports.

0S6350-P10 Gigabit Ethernet standalone chassis in a 1U by 1/2 rack form factor with 8 10/100/1000 Base-T
ports, 2 Gigabit RJ45/SFP ports.

0S6350-24 Gigabit Ethernet stackable chassis in a 1RU form factor with 24 10/100/1000 Base-T ports,
2 Gigabit SFP ports and 2 SFP uplink/stacking ports

0S6350-P24 Gigabit Ethernet stackable chassis in a 1RU form factor with 24 10/100/1000 PoE Base-T ports,
2 Gigabit SFP ports and 2 SFP uplink/stacking ports

0S6350-48 Gigabit Ethernet stackable chassis in a 1RU form factor with 48 10/100/1000 Base-T ports,
2 Gigabit SFP ports and 2 SFP uplink/stacking ports

0S6350-P48 Gigabit Ethernet stackable chassis in a 1RU form factor with 48 10/100/1000 PoE Base-T ports,

2 Gigabit SFP ports and 2 SFP uplink/stacking ports

Gigabit transceivers

SFP-GIG-LH70 1000Base-LH transceiver with an LC interface for single mode fiber over 1550 nm wavelength.
Typical reach of 70 km.

SFP-GIG-LH40 1000Base-LH transceiver with an LC interface for single mode fiber over 1310 nm wavelength.
Typical reach of 40 km.

SFP-GIG-LX 1000Base-LX transceiver with an LC interface for single mode fiber over 1310 nm wavelength.
Typical reach of 10 km.

SFP-GIG-SX 1000Base-SX transceiver with an LC interface for multimode fiber over 850 nm wavelength.

Typical reach of 300 m.

1000Base-SX transceiver with an LC interface for single mode fiber over 850 nm wavelength.
Typical reach of 2 km.

Base-T Gigabit ethernet transceiver Supports category 5, 5E, and 6 copper cabling up to 100m.
SFP supports 1000 Mbit/s ONLY on the 0S6350 SFP ports.

0S6350-CBL-60CM 60 centimeters long 5Gbs SFP+ direct stacking cable for 0S6350 24 and 48 port models
0S6350-CBL-1M 1M meter long 5Gbs SFP+ direct stacking cable for 0S6350 24 and 48 port models
0S6350-CBL-3M 3M meters long 5Gbs SFP+ direct stacking cable for 0S6350 24 and 48 port models
0S6350-CBL-7M 7M meters long 5Gbs SFP+ direct stacking cable for 0S6350 24 and 48 port models

SFP-GIG-EXTND

SFP-GIG-T 1000

www.al-enterprise.com The Alcatel-Lucent name and logo are trademarks of Nokia used under license
by ALE. To view other trademarks used by affiliated companies of ALE Holding, visit: www.al-enterprise.com/

en/legal/trademarks-copyright. All other trademarks are the property of their respective owners. AI t I L t
Lol b ks are the property > s catel-Lucen
The information presented is subject to change without notice. Neither ALE Holding nor any of its affiliates

assumes any responsibility for inaccuracies contained herein. © 2018 ALE International. All rights reserved. H

MPR00316657-en (July 2018) Enterprlse


http://www.al-enterprise.com
http://www.al-enterprise.com/en/legal/trademarks-copyright
http://www.al-enterprise.com/en/legal/trademarks-copyright

